
SB 46 (Corbett)- Persona/Information: Privacy 

Introduced December 14, 2012, Chaptered September 27, 2013 

This bill expa nds the scope of personal information subject to existing security breach 
disclosure requirements to include a user name or email address, in combination with a 
password or security question and answer that permits access to an online account. This 
bill also imposes additional requireme nts on the disclosure of a breach of the security of the 
system or data in situations where the breach involves personal information that permits 
access to an online or email account. 

Existing law: 

1. 	 Requires any agency, person , or business that owns or licenses computerized data 
that includes personal information to disclose a breach of the security of the system to 
any California res ident whose unencrypted personal information was , or is reasonably 
believed to have been , acquired by an unauthorized person. The disclosure must be 
made in the most exped ient time possible and without unreasonable delay, consistent 
with the legi timate needs of law enforcement, as specified. 

2. 	 Requires any agency, person , or business that maintains computerized data that 
includes personal information that the agency, person, or business does not own to 
notify the owner or licensee of the information of any security breach immediately 
following discovery if the personal information was, or is reasonably believed to have 
been , acquired by an unauthorized person . 

3. 	 Defines "personal information ," for purposes of the breach notification statute, to 
include the individual's first name or first initial and last name in combination with one 
or more of the following data elements, when either the name or the data ~lements are 
not encrypted: social security number, driver's license number or California 
Identification Card number, account number, credit or debit card number, in 
combination with any required security code, access code, or password that would 
permit access to an individual's financial account; medical information ; or health 
insurance information. 

This bill: 

1. 	 Expands the scope of "personal information ," for purposes of the breach notification 
statute , to include a user name or email address, acquired in combination with a 
password or security question and answer that permits access to an online account. 

2. 	 Specifies that in case of a breach of a user name or email address , in combination 
with a password or security question and answer, and no other personal information , 
the responsible person or agency may comply with the notification requirement by 
providing the secu rity breach notification in electron ic form and direct the person 
whose information has been breached to promptly change his/ her user name or 
security question and answer, as applicable , or to take other appropriate steps. 

3. 	 Specifies that in case of a breach of specified personal mfo rmation involving login 
credentials of an email account, the responsible person or agency does not comply by 
sending the security breach notificat ion to an email add ress, but may, instead , comply 



with the notification requirement by another method that provides clear and 
conspicuous notice , as specified . 

4. 	 Specifies that for purposes of the provisions of this bill the word "agency" includes a 
local agency. 

5. 	 Adds language to prevent chaptering-out issues with AB 1149 (Campos). 

Background: 

In 2003 , California's first-in-the nation security breach notification law went into effect. (See 
Civ. Code Sees. 1798.29(a), 1798.82(a).) Since that time, all but four states have enacted 
similar security breach notification laws, and governments around the world are considering 
enacting such laws. California's security breach notification statute requires state agencies 
and businesses to notify residents when the security of their personal information, as 
defined, is breached. That notification ensures that residents are aware of the breach and 
allows them to take appropriate actions to mitigate or prevent potential financial losses due 
to fraudulent activity, as well as to limit the potential dissemination of personal information . 

A July 12, 2012 , New York Times article entitled "Breach Extends Beyond Yahoo to Gmail, 
Hotmail , AOL Users," ch ronicled an example of a recent security breach that likely involved 
the personal information of California consumers . That article reported : Another month, 
another major security breach. Yahoo confirmed Thursday that about 400 ,000 user names 
and passwords to Yahoo and other companies were stolen on Wednesday. 

A group of hackers, known as the 0330 Company, posted online the user names and 
passwords for what appeared to be 453,492 accounts belonging to Yahoo, and also Gmail, 
AO L, Hotmail, Comcast, MSN , SBC Global, Verizon, BeiiSouth and Live.com users. 

The hackers wrote a brief footnote to the data dump , which has since been taken offline: 
"We hope that the parties responsible for managing the security of this subdomain will take 
this as a wake-up call, and not as a threat." 

The breach comes just one month after millions of user passwords for Linked In, the online 
social network for professionals , were exposed by hackers who breached its systems. The 
breaches highlight the ease with which hackers are able to infiltrate systems, even at some 
of the most widely used and sophisticated technology companies. 

The California Attorney General notes that "with 12.6 million victims in 2012, including over 
1 million Californians , identity theft continues to be a significant crime." The Attorney 
Genera l's specialized eCrime Unit finds , along with other law enforcement agencies , that 
increasingly "criminals are targeting websites with inadequate security, including some 
social media websites, to harvest email addresses, user names, and passwords," and 
"because most people do not use unique passwords for each of their accounts , acquiring 
the information on one account can give a thief access to many different accounts." 

Responding to the increasing freq uency of this type of security breach , this bill would 
expand the coverage of California's security breach notification law by specifically including 
user names and email addresses, when comprom ised in conjunction wi th passv10rds and 
security questions and answers . 
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Senate Bill No. 46 

CHAPTER 396 

An act to amend Sections 1798.29 and 1798.82 of the Civil Code, relating 
to personal information. 

fApproved by Governor September 27, 2013. Fi led with 
Secretary of State September 27 , 20 13.} 

LEGISLATIVE COUNSEL'S DIGEST 

SB 46, Corbett. Personal information: privacy. 
Existing Jaw requires any agency, and any person or business conducting 

business in California, that owns or licenses computerized data that includes 
personal information, as defined, to disclose in specified ways, any breach 
of the security of the system or data, as defined, following discovery or 
notification of the security breach, to any California resident whose 
unencrypted personal information was, or is reasonably believed to have 
been, acquired by an unauthori zed person. Existing law defines "personal 
information" for these purposes, to include an individual's first name and 
last name, or first initial and last name, in combination with one or more 
designated data elements relating to, among other things, social security 
numbers, driver's license numbers, financial accounts, and medical 
information. 

This bill would revise certain data clements included within the definition 
of personal infonnation, by adding certain information that would permit 
access to an online account. 

This bill would impose additional requirements on the disclosure of a 
breach of the security of the system or data in situations where the breach 
involves personal infonnation that would permit access to an online or email 
account. 

This bill wou ld incorporate additional changes to Section 1798.29 of the 
Civil Code proposed by AB 1 149 that would become operative if this bill 
and AB 1149 are enacted and this bi JJ is enacted last. 

The people ofthe State ofCalifornia do enact asfollows: 

SECT JON I. Section 1798.29 of the Civil Code is amended to read: 
1798.29. (a) Any agency that owns or licenses computerized data that 

includes personal information shall d isclose any breach of the security of 
the system follow ing discovery or notification of the breach in the secu rity 
of the data to any resident of California whose unencrypted personal 
information was, or is reasonably believed to have been, acquired by an 
unauthorized person. The disclosure shall be made in the most expedient 

95 



Ch. 396 -2 

time possible and without unreasonable delay, consistent with the legitimate 
needs of law enforcement, as provided in subdivision (c), or any measures 
necessary to determine the scope of the breach and restore the reasonable 
integrity of the data system. 

(b) Any agency that maintains computerized data that includes personal 
information that the agency does not own shall notify the owner or licensee 
of the information of any breach of the security of the data immediately 
following discovery, if the personal information was, or is reasonably 
believed to have been, acquired by an unauthorized person. 

(c) The notification required by this section may be delayed if a law 
enforcement agency determines that the notification will impede a criminal 
investigation . The notification required by this section shall be made after 
the law enforcement agency determines that it will not compromise the 
investigation. 

(d) Any agency that is required to issue a security breach notification 
pursuant to this section shall meet all of the following requirements: 

(1) The security b reach notification shall be written in plain language. 
(2) The security breach notification shall include, at a minimum, the 

following information: 
(A) The name and contact information of the reporting agency subject 

to this section. 
(B) A list of the types of personal information that were or are reasonably 

believed to have been the subject of a breach. 
(C) If the information is possible to determine at the time the notice is 

provided , then any of the following: (i) the date of the breach, (ii) the 
estimated date of the breach , or (iii) the date range within which the breach 
occurred. The notification shall also include the date of the notice. 

(D) Whether lhe notification was delayed as a result ofa law enforcement 
investigation, if that information is possible to determine at the time the 
notice is provided. 

(E) A general description of the breach incident, if that information is 
possible to determine at the time the notice is provided. 

(F) The toll-free telephone numbers and addresses of the major credit 
reporting agencies, if the breach exposed a social security number or a 
driver's license or California identification card number. 

(3) At the discretion of the agency, the security breach notification may 
also include any of the following: 

(A) Information about what the agency has done to protect individuals 
whose information has been breached . 

(B) Advice on steps that the person whose infonnation has been breached 
may take to protect himself or herself. 

(4) Jn the case ofa breach ofthe security ofthe system involving personal 
infonnation defined in paragraph (2) ofsubdivisiOJ1 (g) for an online account, 
and no other personal information defined in paragraph ( 1) of subdiv ision 
(g), the agency may comply with this section by providing the security 
breach notification in electronic or other form that directs the person whose 
personal information has been breached to promptly chan ge his or her 
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pass word and security question or answer, as applicable, or to take other 
steps appropriate to protect the online account with the agency and all other 
online accounts for which the person uses the same user name or emai l 
address and password or security question or answer. 

(5) In the case ofa breach of the security ofthe system involving personal 
information defined in paragraph (2) ofsubdivision (g) for login credentials 
ofan email account furnished by the agency, the agency shall not comply 
with this section by providing the security breach notification to that email 
address, but may, instead , comply with this section by providing notice by 
another method described in subdivision (i) or by clear and conspicuous 
notice delivered to the resident online when the resident is connected to the 
online account from an Internet Protocol address or online location from 
which the agency knows the resident customarily accesses the account. 

(e) Any agency that is required to issue a security breach notification 
pursuant to this section to more than 500 California residents as a result of 
a sing le breach of the securi ty system shall electronically submit a single 
sample copy of that security breach notification, excluding any personally 
identifiable information, to the Attorney General. A single sample copy of 
a security breach notification shall not be deemed to be with in subdivision 
(f) ofSection 6254 of the Government Code. 

(f) For purposes of this section, "breach of the security of the system" 
means unauthorized acquisition ofcomputerized data that compromises the 
security, confiden tiality, or integrity ofpersonal information maintained by 
the agency. Good faith acquisition of personal information by an employee 
or agen t of the agency for the purposes of the agency is not a breach of the 
security of the system, provided that the personal information is not used 
or subject to further unauthorized disclosure. 

(g) For purposes of this section, "personal information" means either of 
the following: 

(I) An individual's first name or first initial and last name in combination 
with any one or more of the following data elements, when either the name 
or the data elements are not encrypted: 

(A) Socia l security number. 
(B) Driver's license number or California identificat ion card number. 
(C) Account number, credi t or debit card number, in combination with 

any required security code, access code, or password that would permit 
access to an individual's financial account. 

(D) Medical information. 
(E) Health insurance information. 
(2) A user name or emai l address, in combination with a password or 

security question and answer that would permi t access to an online account. 
(h) (I) For purposes of this section, "personal information " does not 

include publicly available information that is lawfully made available to 
the genera l public from federal, state, or local goverru11ent records . 

(2) For purposes of this section, "medica l information" means any 
information regarding an individual's medical history, mental or physical 
condition, or medical treatment or diagnosis by a health care professional. 
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(3) For purposes of this section, " health insurance information" means 
an individual's health insurance policy number or subscriber identification 
number, any unique identifier used by a health insurer to identify the 
individual, or any information in an individual's app lication and claims 
hist01y, including any appeals records. 

(i) For purposes of this section, "notice" may be provided by one of the 
following methods : 

(I) Written notice . 
(2) Electronic notice, if the notice provided is consisten t with the 

provisions regarding electronic records and signatures set forth in Section 
700 I ofTitle I 5 of the United States Code. 

(3) Substitute notice, ifthe agency demonstrates that the cost ofproviding 
notice would exceed two hundred fifty thousand dollars ($250,000), or that 
the affected class of subject persons to be notified exceeds 500,000, or the 
agency does not have sufficient contact information. Substitu te notice shall 
cons ist ofall of the following: 

(A) Email notice when the agency has an email address for the subject 
persons. 

(B) Conspicuous posting of the notice on the agency's Internet Web site 
page, if the agency maintains one. 

(C) Notification to major statewide media and the Office oflnformation 
Security within the Department of Technology. 

(j) Notwithstan<ling subdivision (i), an agency that maintain s its own 
notification procedures as part of an information security policy for the 
treatment ofpersonal information and is otherwise consistent with the timing 
requirements of this part shall be deemed to be in comp liance with the 
notification requirements of this section if it notifies su~ject persons in 
accordance with its policies in the event ofa breach ofsecurity of the system. 

SEC. 1.5. Section 1798.29 of the Civil Code is amended to read: 
I 798.29. (a) Any agency tha t owns or licenses computerized data that 

includes personal information shall disclose any breach of the security of 
the system following discovery or notification of the breach in the security 
of the data to any resident of California whose unencrypted personal 
information was, or is reasonably believed to have been , acquired by an 
unauthorized person. The disclosure shall be made in the most ex pedient 
time possible and without unreasonable delay, consistent with the legitimate 
needs of law enforcement, as provided in subdivision (c), or any measures 
necessary to detennine the scope of the breach and restore the reasonab le 
integrity of the data system. 

(b) Any agency that maintains computerized data that includes personal 
information that the agency does not own shall notify the owner or licensee 
of the information of any breach of the security of the data immediately 
following discovery, if the persona l information was, or is reasonably 
believed to have been, acquired by an unauthorized person. 

(c) The notification required by this section may be delayed if a law 
enforcement agency determines that the notification will impede a criminal 
investigation. The notification required by this section shall be made after 
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the law enforcement agency determines that it will not compromise the 
investigation. 

(d) Any agency that is required to issue a security breach notification 
pursuant to this section shall meet all of the following requirements: 

(I) The security breach notification shall be written in plain language. 
(2) The security breach notification shall include, at a minimum, the 

following information: 
(A) The name and contact information of the reporting agency subject 

to this section. 
(B) A list ofthe types ofpersonal information that were or are reasonably 

believed to have been the subject of a breach. 
(C) If the information is possible to determine at the tim e the notice is 

provided, then any of the following: (i) the date of the breach, (ii) the 
estimated date of the breach, or (iii) the date range within which the breach 
occurred. The notification shall also include the date of the notice. 

(D) Whether the notification was delayed as a result ofa law enforcement 
investigation, if that information is possible to determine at the time the 
notice is provided. 

(E) A general description of the breach incident, if that information is 
possi ble to detennine at the time the notice is provided. 

(F) The toll-free telephone numbers and addresses of the major credit 
reporting agencies, if the breach exposed a social security number or a 
driver's license or California identification card number. 

(3) At the discretion of the agency, the security breach notification may 
also include any of the following: 

(A) Information about what the agency has done to protect indiv iduals 
whose information has been breached. 

(B) Advice on steps that the person whose information has been breached 
may take to protect himself or herself. 

(4) ln the case ofa breach ofthe security ofthe system involving personal 
infom1ation defined in paragraph (2) ofsubdivision (g) for an online account, 
and no other personal information defined in paragraph (I) of subdivision 
(g), the agency may comply with this section by providing the security 
breach notification in electronic or other form that directs the person whose 
personal information has been breached to promptly change his or her 
password and security question or answer, as applicable, or to take other 
steps appropriate to protect the online account with the agency and all other 
online accounts for which the person uses the same user name or email 
address and password or security question or answer. 

(5) In the case ofa breach ofthe security ofthe system involving personal 
information defined in paragraph (2) ofsubdivision (g) for login credentials 
of an email account furnished by the agency, the agency shall not comply 
with this section by providing the security breach notification to that email 
address, but may, instead, comply with this section by providing notice by 
another method described in subdivisjon (i) or by clear and conspicuous 
notice delivered to the resident online when the resident is connected to the 
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online account from an Internet Protocol address or online location from 
which the agency knows the resident customarily accesses the account. 

(e) Any agency that is required to issue a security breach notification 
pursuant to this section to more than 500 California residents as a result of 
a single breach of the security system shall electronically submit a single 
sample copy of that security breach notificat ion, exclud ing any personally 
identifiable information, to the Attorney General. A single sample copy of 
a security breach notification shall not be deemed to be within subd ivision 
(f) of Sect ion 6254 of the Government Code. 

(f) For purposes of this section, "breach of the security of the system" 
means unauthorized acquisition ofcomputerized data that compromises the 
security, confidentiality, or integrity ofpersonal information maintained by 
the agency. Good faith acquisition of personal information by an employee 
or agent of the agency for the purposes of the agency is not a breach of the 
security of the system, provided that the personal information is not used 
or subject to further unauthorized disclosure. 

(g) For purposes of this section, "personal information" means either of 
the following: 

(I) An individual 's first name or first initial and last name in combination 
with any one or more of the following data elements, when either the name 
or the data elements are not encrypted: 

(A) Social security number. 
(B) Driver's license number or Cal ifornia identification card number. 
(C) Account number, credit or debit card number, in combination with 

any required security code, access code, or password that would permi t 
access to an individual 's financial account. 

(D) Medical informat ion. 
(E) Health insurance information. 
(2) A user name or email address, in combination with a password or 

security question and answer that would penn it access to an online account. 
(h) (1) For purposes of this section, "personal information" does not 

include publicly available information that is lawfully made available to 
the general public from federal , state, or local government records. 

(2) For purposes of this section, ' 'medical information" means any 
information regarding an individual's medical history, mental or physical 
condition, or medical treatment or diagnosis by a health care professional. 

(3) For purposes of this section, " health insurance informa tion" means 
an individual 's health insurance policy number or subscriber identification 
number, any unique identifier used by a health insurer to identify the 
individual, or any information in an individual's application and claims 
history, including any appeals records . 

(i) For purposes of this section, "notice" may be provided by one of the 
followi ng methods: 

(I) Written notice. 
(2) Electronic notice, if the notice provided is consistent with the 

provisions regarding electronic records and signatures set forth in Section 
7001 ofTitle 15 of the United States Code . 
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(3) Substitute notice, if the agency demonstrates that the cost ofproviding 
notice would exceed two hundred fifty thousand dollars ($250,000), or that 
the affected class of subject persons to be notified exceeds 500,000, or the 
l'lgency does not have s uffici ent contact information. Substitute notice shall 
consist of all of the following: 

(A) Email notice when the agency has an email address for the subject 
persons. 

(B) Conspicuous posting of the notice on the agency's Internet Web site 
page, if the agency maintain s one. 

(C) Notification to major s tatewide media and the Office of Information 

Security within the Department ofTechnology. 


(j) Notwithstanding subdivision (i), an agency that maintains its own 
notification procedures as part of an information security policy for the 
treatment ofpersonal infonnation and is otherwise consistent with the timing 
requirements of this part shall be deemed to be in compliance with the 
notification requirements of this section if it notifies subj ect persons in 
accordance with its policies in the event ofa breach ofsecurity ofthe system. 

(k) Notwithstanding the exception specified in paragraph ( 4) of 
subdivision (b) of Section 1798.3, for purposes of this section, "agency" 
includes a local agency, as defined in subdivision (a) ofSection 6252 of the 
Government Code. 

SEC. 2. Section I 798.82 of the Civil Code is amended to read: 
1798.82. (a) Any person or business that conducts business in Califomia, 

and that owns or licenses computerized data that includes personal 
infonnation, shall disclose any breach ofthe security ofthe system following 
discovery or notification of the breach in the security of the data to any 
resident of California whose unencrypted personal information was, or is 
reasonably believed to have been, acquired by an unauthorized person. The 
disclosure shall be made in the most expedient time possible and without 
urueasonable delay, consistent with the legitimate needs of law enforcement, 
as provided in subdivision (c), or any measures necessary to determine the 
scope of the breach and restore the reasonable integrity ofthe data system. 

(b) Any person or business that maintains computerized data that includes 
personal infonnation that the person or business does not own shall notify . 
the owner or licensee of the information of any breach of the security of the 
data immediately following discovery, if the personal information was, or 
is reasonably believed to have been, acquired by an unauthorized person. 

(c) The notification required by this section may be delayed if a Jaw 
enforcement agency determines that the notification will impede a criminal 
investigation. The notification required by this section shall be made after 
the law enforcement agency determines that it will not compromise the 
investigation. 

(d) Any person or business that is required to issue a security breach 
notification pursuant to thi s section shall meet all of the following 
requirements: 

(I) The security breach notification shall be written in plain language. 
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(2) The security breach notificat ion shall include, at a minimum, the 
follow ing informa tion: 

(A) The name and contact information of the reporting person or business 
subject to this sectio n. 

(B) A list of the types ofpersonal information that were or are reasonably 
believed to have been the subject ofa breach. 

(C) If the information is possible to determine at the time the notice is 
provided, then any of the following: (i) the date of the breach, (ii) the 
estimated date of the breach, or (iii) the date range within which the breach 
occurred. The noti fi cation shall also include the date of the notice. 

(D) Whether notification was delayed as a result of a law enforcement 
investigation, if that information is possible to determine at the tim e the 
notice is provided. 

(E) A general description of the breach incident, if that information is 
possible to determine at the time the notice is provided. 

(F) The toll-free telephone numbers and addresses of the major credit 
reporting agencies if the breach exposed a social security number or a 
driver's license or California identification card number. 

(3) At the discretion of the person or business , the security breach 
notificati on may also include any of the following: 

(A) Information about what tl1e person or business has done to protect 
individuals whose information has been breached. 

(B) Advice on steps that the person whose infonnation has been breached 
may take to protect himself or herself. 

(4) In the case ofa breach of the security ofthe system involving personal 
infonnation defined in paragraph (2) ofsubdivision (h) for an onJine account, 
and no other personal information defined in paragraph (1) of subdivision 
(h), the person or business may comply with this section by providi ng the 
security breach notification in electronic or other form that d irects the person 
whose personal information has been breached promptly to change his or 
her password and security question or answer, as applicabJe , or to take other 
steps appropriate to protect the online account with the person or business 
and all other online accounts for which the person whose personal 
information has been breached uses the same user name or email address 
and password or security question or answer. 

(5) In the case ofa breach ofthe security ofthe system involving personal 
information defined in paragraph (2) ofsubdivision (h) for login credentials 
of an email account furn ished by the person or business, the person or 
business shall not comply with this section by providing the security breach 
notification to that email address, but may, instead, comply with this section 
by providin g notice by another method described in subd ivision (j) or by 
clear and conspicuous notice deli vered to the resident onl ine when the 
resident is connected to the online account from an Internet Protocol address 
or online location from which the person or business knows the resident 
customarily accesses the account. 

(e) A covered entity under the federal Health Insurance Portability and 
Accountabi lity Act of I 996 (42 U.S.C. Sec. 1320d et seq.) will be deemed 
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to have complied with the noti ce requirements in s ubdivision (d) if it has 
complie d compl etely with Section 13402(f) ofthe federal Health Information 
Technology for Economic and Cl in ical Health Act (Public Law 11 1-5). 
However, nothin g in this s ubdivision shall be constru ed to exempt a covered 
entity from any other provision of this section. 

(f) A ny person or business that is required to iss ue a security breach 
notification pursuant to this section to more than 500 California residents 
as a result of a single breach of the security sys tem shall electronically 
submit a si ngle sample copy of that security breach notification, excluding 
any personall y identifiable information, to the Attorney General. A single 
sample copy of a security breach notification shall not be deemed to be 
w ithin s ubd ivision (f) of Section 6254 of the Government Code. 

(g) For purposes of this sec tion, "breach of the security of the system" 
means unauthorized acquisition ofcomputerized data that compromises the 
security, confi dentiality, or integ rity ofpersonal information maintained by 
the person or business. Good faith acqu isition of personal information by 
an employee or agent ofthe p erson or business for the purposes ofthe person 
or business is not a breach of the security of the system, provided that the 
personal infonnation is not used or subject to further unauthorized disclosure. 

(h) Fo r purposes of thi s section, "personal inform ation" means either of 
the following: 

(1) An individual's first name or fi rst initial and las t name in combination 
with any one or more of the following data elements, when either the name 
or the data elements are not encrypted: 

(A) Social security number. 
(B) Driver's license number or California identification card number. 
(C) Account number, credit or debit card nwnber, in combination wi th 

any required security code, access code, or password that would permit 
access to an individual's financial account. 

(D) Medical information. 
(E) Health insurance information . 
(2) A user name or email address, in combination with a password or 

security question and answer that would permit access to an online account. 
(i) ( I ) For purposes of thi s section, "personal information" does not 

include publicly available information that is lawfully made available to 
the general public from federal, state, or local government records. 

(2) For p urposes of this section, " medical information" means any 
information regarding an individual's medical his tory, mental or physical 
condition, or medical treatment or diagnosis by a health care professional. 

(3) For purposes of this section, "healtb insurance information" means 
an individu al 's health insurance policy number or subscriber identification 
number, any unique identifier used by a health insurer to identify the 
individual, or any info rmati on in an individual's appli cation and claims 
history, including any appeals records. 

(j) For purposes of this section, " notice" may be provided by one of the 
following methods: 

(1) Written notice. 
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(2) Electron ic notice, if the notice provided is consistent with the 
provisions regardi ng electronic records and signatures set forth in Section 
7001 ofTitle 15 of the United States Code. 

(3) Substitute notice, if the person or business demonstrates that the cost 
of providing notice would exceed two hundred fifty thousand dollars 
($250,000) , or that the affected class ofsubject persons to be notified exceeds 
500,000, or the person or business does not have sufficient contact 
information. Substitute notice sha ll consist of all of the following: 

(A) Email notice when the person or business has an email address for 
the subject persons. 

(B) Conspicuous posting of the notice on the Internet Web site page of 
the person or business, if the person or business maintains one. 

(C) Notification to major statewide media. 
(k) Notwithstanding subdivision U), a person or business that maintains 

its own notification procedures as part ofan information security policy for 
the treatmen t of personal information and is otherwise consistent with the 
timing requirements of this part, sha ll be deemed to be in compliance with 
the notification requirements ofthis section if the person or business notifies 
subject persons in accordance with its policies in the event of a breach of 
security of th e system. 

SEC. 3. Section 1.5 of this bill incorporates amendments to Section 
1798.29 of the Civil Code proposed by both this bill and Assembly Bill 
1149.11 shall only become operative if(!) both bills are enacted and become 
effective on or before January I, 2014, (2) each bill amends Section 1798.29 
of the Civil Code, and (3) this bill is enacted after Assembly Billll49, in 
which case Section 1 of this bill shall not become operative. 
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